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[%ho(ﬂ\%d)(i syslog [ZAtE

<{IfModule mod_setenvif.c>
SetEnvIf Request_URI “/convert—date¥.php” worm
SetEnvif Request URI “/crontab/” worm
SetEnvIf Request_URI “/index.inc.php” worm
SetEnvif Request URI “/modules/” worm
SetEnvIf Request_URI ”/phpmailer/” worm
SetEnvIf Request URI ”/phpmyadmin/” worm
SetEnvif Request_ URI “/pop3/core¥.php” worm
SetEnvIf Request_URI “/replace/plugin¥.php” worm
SetEnvIf Request_URI ”/routines/” worm
SetEnvIf Request URI “/skin/” worm
SetEnvIf Request URI “/xmlrpc¥.php” worm
SetEnvIf Request URI “/ws/get_events¥.php” worm
SetEnvif Request Method “SEARCH” worm
</IfModule>

<VirtualHost 133.83.35.54:80>
CustomLog “|/usr/bin/logger —t apache:133.83.35.54 —i —p security.info” combined env=worm
</VirtualHost>
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o amavisd-new ZE>TOAILRAFIVY

Sophos AntiVirus (Sophie — SAV Interface ZFIH3 %
daemon)

O http://lwww.clanfield.info/sophie/
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o daemon hRIZLERAT
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postfix THIFAT S
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postfix & clamav-milter

http://www.postfix.org/MILTER_README.htm|

main.cf
o smtpd_milters = unix:/var/run/clamav/cimilter.sock
o milter_default_action = accept

postfix Hri/var/run/clamav/cimilter.sock [Z7 9t X
TETHIIITERELTHLS

o  chgrp postfix /var/run/clamav/clmilter.sock

o chmod g+rwx /var/run/clamav/clmilter.sock

smtpd Z chroot L TL\535 & EFE (master.cf)

o chroot LIZWLNKDIZT HH, HAHULME chroot EhsT7oEX
TEBLSICHET S
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MX: 15
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MX: 20
N/ RBREA—ILEFEETED
< sendmail } >
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