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. Hi. Hate has sent you a greeting card.
HHIr—F See your card as often as you wish during the next 15 days.

El #£ausrza-7 SEEING YOUR CARD

B =R If your email software creates links teo Web pages, click en your
card's direct www address below while you are connected to the Internet:

BHralFsa-3 hetpeffow.. @, » . /7B550l602al4205cd17124450c8bIaddch

Eqiiig ] Or copy and paste it inte your browsar's "Location” box (where Internet
addressas go).

LG Rl i

FRIVACY
dgresatings.Com honors your privacy. Our home page and Card Pick Up have links to our
Privacy Policy.

TERME OF USE
By accessing your card you agres we have no liabiliey.
If you don't know the perscn sending the card or don't wish to see the card,
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after (phase 1)

e FreeBSD + postfix 2.3 LLF& + amavisd-new
+ S25R

— sophos (sophie) + clamav (clamd)

— postfix milter interface + clamav-milter
— E[RIZIZ postfix 2.4 Z{F




o /etc/mail/sendmail.mc [ZLL T30
— INPUT_MAIL_FILTER( cImilter’,

“S=local:/var/run/clamav/clmilter.sock, F=,T=S:4m;R:4m")dnl
define("confINPUT_MAIL_FILTERS', “clmilter")

e cd /etc/mail; make install
o Jetc/rc.conf [ZLL T BN

clamav_milter_enable="YES"

clamav_milter_flags="-H -N -n -P --local --outgoing ¥
--max-children=10 --quarantine-dir=/var/spool/quarantine ¥
--external --timeout=0"



e /var/spool/quarantine Z{E Rk

— mkdir /var/spool/quarantine
chown clamav:clamav /var/spool/quarantine
chmod 700 /var/spool/quarantine

o Jusr/local/etc/rc.d/clamav-milter.sh [ZLL T Z B0

— start_postcmd=start_postcmd
start_postcmd()

{
echo "5 sec waiting for ${clamav_milter_socket}... "
sleep 5
chgrp postfix $clamav_milter socket
chmod g+rwx $clamav_milter_socket
¥




e Jusr/local/etc/postfix/main.cf I[ZLL T Z B0

— smtpd_milters = unix:/var/run/clamav/cimilter.sock
milter_default_action = accept

o /usr/local/etc/postfix/master.cfIZLL T 1B

N

— 127.0.0.1:10025 inetn -

-0 smtpd_milters=

n - - smtpd

e clamav-milter %;

2 &L . postfix reload
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Sender IP: 5

BEalFsZa-a Cousin() has created Musical e-card for you
2= RN at perfectgreetings.con.

1R — Pt 7 fo see your custom Musical e-card. simply click on the following
Internet address (1f your mail progran doesn't support this feature

you will need to COPY and PASTE the address into your browser's address box):

hitp:, - 30331 66b] 9e 3393bScatof f 74ed2d

Send a FREE greeting card from oo a whenaver you want by visiting us at:
,_ —

ervice 15 provided and hosted by me== o |
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ET7

http://www.sophos.co.jp/pressoffice/news/articles/2007/08/malicious-ecard.htmi
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SHINESECIIIY,

Phishing and Scam Signatures for ClamAV

Home Clarm Antivirus is a GPL anti-virus toolkit for UNI= and was coded to detect email viruses,
Hews

Blog Clamay's scanning engine is quite flexible and so0 has also been used to scan for phishing

signatures. The Official phishing signatures in ClamaY are great but I've seen a number of
Usage phishing attempts get past the Cfficial Clamay signatures, so I thought I'd try to produce
Downloads my own signatures to stop these phishing attempts {phish.ndb.gz}.

Statistics

User Quotes I've also produced a small scam database (scam.ndb.gz) which will help detect some types

of stock, lottery 419 and some image spams that are around at the moment. Pleasze read
Documents the Lsage section before downloading.

Thanks
Feedback If you want to say thanks money-wise, feel free to donate something to charity here:
EMIB Online Donation or Cancer Research Online Donation

Cheers,

Steve j
|§|W| MchAFee Sitefdvisor | = @ o

http://www.sanesecurity.co.uk/
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Linux {aka non-windows) Download Scripts {rename to .sh)
Download Author/Details Last Updated
Author: Morbert Buchrmuller: downloads the Phish
and Scam databases. Also downloads the Third
download zixﬁlgﬂijllsmc_riditig;ses via Rsync (based on 96.00.07
script 1a P T
Maote: this script will sleep for 30secs-10minutes in
order to reduce strain on the server
Author: Rick Cooper: downloads the Phish and
Scam databases, also downloads the Third Party
download MSREL databases via Rsync
script 1h | EeEs ¥ 14.08.07
(old) MNote: this script will sleep for 30secs-10minutes in
order to reduce strain on the server
author: Bill Landry: downloads the SaneSecurity
download | Phish/Scam databases and the MSEBL databases 9E.09.07
script 2 | and Securitelnfo's Unofficial malware database {last T
WEersion)
Author: Gerard Seibert: downloads the Phish and
download Scam databases. Also downloads the Third Party 24.10.07
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after (phase 2)

* FreeBSD + postfix 2.3 LLB&+ amavisd-new
+ S25R

— sophos (sophie) + clamav (clamd)

— postfix milter interface + clamav-milter
— Sanesecurity
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